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1. OBIIAS XAPAKTEPUCTHKA PABOYEM ITPOI'PAMMBI JUCLIUIIIAHEI

1.1 MecTro OUCLMIUIMHBI B CTPYKTYpE€ OCHOBHOH mpodeccrHoHanbHOH 00pa3oBaTeIbHOM

IPOTrpaMMbl

Jucuummuaa «OcHOBBl HHGOPMALMOHHONW 0€30MacHOCTH» SIBJISETCS  00s3aTenbHON
9acThI0 OOMIETTPOPECCHOHANBHOTO IMKJIAa OCHOBHOW MPOQECCHOHANTBHON 00pa3oBaTEIbHOMN
nporpammbl B cootBeTcTBUH ¢ PI'OC mo crnemmanbHoctd  10.02.04  OGecrneueHue
nH(GOPMAIIMOHHON 0€30MAaCHOCTH TEIEKOMMYHHUKAITMOHHBIX CUCTEM.

N3ydyenuro naHHOM TUCIUILIMHBI IPEALIECTBYET OCBOEHUE AUcUUIUINH: MHdopmaruka
VYyebHasi IUCHMIUIMHA  JOJDKHA  M3Y4arbCsl  IIE€pe]] pacCMOTPEHHMEM  MaTrepuana 1o
npodecCuoHaNBbHBIM MOAYJISIM: SIBJISIETCA 0a30BOI MPH U3yYEHUH MPOPECCUOHATBHBIX MOAYJIEH
[IM.01 u [IM.02.

PaGouass mporpamma  AMCUMIUIMHBI — oOecrieuMBaeT  (OPMHUPOBAHUE  KIIFOUEBBIX
KOMIETCHIIM [H(PPOBOM HSKOHOMHKH: KOMMYHHKAIUS W Koomepamus B IUGPOBOH cpene,
caMOpa3BUTHE B YCJIOBHSIX HEOIPENEJICHHOCTH, KpEaTUBHOE MBINUICHUE, YIpaBICHUE
uH(pOopManrel 1 TaHHBIMH, KPUTHIECKOE MBIIIUICHUE B ITU(GPOBOH cpejie.

Omna ob6ecnieunBaer ¢popMupoBaHue MPO(PecCHOHATBHBIX U OOMIMX KOMIETEHIINA 110 BCEM
Bugam nestenbHOCTH DPI'OC  xBamudpukanmm «TexHWK 1Mo 3ammre WHPOpMAUu» ¢
MPUMEHEHUEM CKBO3HBIX HWH(GOPMAIMOHHBIX TEXHOJNOTUH B 00macTd WHGOPMAIMOHHOMN
0€30MacHOCTH B TEJICKOMMYHUKAIIMOHHBIX, KOMIIBIOTEPHBIX, aBTOMAaTU3UPOBAHHBIX CHUCTEMax M
CeTSIX OpraHu3aluii U TOpeAnpuaTuil B 3moxy uudposoil sxonomuku 4.0. Ocoboe 3HAUEHUE
TUcIUIUTMHA UMeeT npu ¢opmupoBannu U pazsutuu OK 09. TTonb3oBaThest npodeccrHoHaIbHON
JOKyMEHTaIell Ha rocy1apCTBEHHOM U MHOCTPAHHOM SI3bIKaX.

PabGouass mporpamma cocTaBiieHa Isi O4YHOW (OpPMBI OOYYCHHS, B TOM YHCIE C
MPUMECHCHUEM DJJICMEHTOB JIMCTAHIIMOHHBIX OOPa30BATEIBHBIX TEXHOJOTHH M 3JICKTPOHHOTO
oOyuenus. [Ipu oOydyeHMM WHBAJIUIOB W JUI[ C OTPAHUYECHHBIMH BO3MOXXHOCTSIMU 3/10POBbS
JTUCTAaHIIMOHHBIE 00pa30BaTENbHBIE TEXHOJIOTHU W JJIEKTPOHHOE OOYy4YEHHUE MpeayCMaTPUBAIOT
BO3MOXXHOCTh TMpueMa-rnepeaaun nHGOpMaIuy B JOCTYIHBIX U1 HUX popmax.

1.2 He.]'lb ! IVIAaHUPYEMBIC PE3YJbTAThl OCBOCHUSA TUCHUIIJIMHBIC
B paMKax mporpaMmmbl JTUCHUIITIMHBL 06y‘IaI-OH_[I/IMI/IC$I OCBanBAOTCA YMCHUSA U 3HAHUA:

OO01me KOMIETEHIIUT

Kon DopMyUPOBKA KOMIIETCHIIUU 3HaHUs, yMEHUS
KOMITETEHITUN
OK 03 [TmaHupoBaTh U peaNn30BBIBATH Ymenust:
coOcTBeHHOE MpodeccroHANIbHOE U ONpEeNENATh aKTYalbHOCTh
JTUYHOCTHOE HOPMAaTHUBHO-TIPABOBOM
pa3BUTHE, NPEANTPUHUMATENBCKYIO JIOKYMEHTAIUH B MPOPeCCUOHANTBHON
JeATeTLHOCTH B TPO(EeCCHOHATBEHON JIeSITEIIbHOCTH,
cdepe, UCTIONB30BATh 3HAHUS MPUMEHATh COBPEMEHHYIO HAYUHYIO
10 TIPABOBOM U (PMHAHCOBOW TPAMOTHOCTH | TPOPECCHOHAIBHYIO TEPMHHOJIOTHIO;
B Pa3JIMYHBIX KU3HEHHBIX CUTYalLIUSIX. ONpPENENsATh U BHICTPAUBATh
TPaeKTOPUH MPOPECCHOHATBHOTO
(KnroueBbie komneTeHIIMN UPPOBOIA pa3BUTHUA U caMOo0Opa30BaHUS.
SKOHOMMKH —- CTaBHUTH ceOe 00pa3oBaTeIbHbIC
CamopasBuUTHE B YyCIIOBHAX 1IEJIM MO BO3HUKAKOIINE ) KU3HCHHBIC
HEONpeeIEHHOCTH) 3a/1a4H;
—HaxOoJUTh UH()OPMAILIHIO B LIETISX
camo00pa3zoBaHus U 00yUYeHUs,




(KimroueBbie KoMIIeTeHITNH 1T (D POBOI
SKOHOMUKHU

Camopa3BUTHE B YCIIOBHSIX
HEOIIPEIEIICHHOCTH)

CO3/1aBaTh JIEKTPOHHBIC KOHCIIEKTHI
Mpy TMOMOIIM OHJANH TIaThopMm
JUIL  CO3JJaHMS, TIPEJACTABICHUS U
aHaM3a Npe3eHTalu;

— CaMOCTOSITEIIEHO OTPEACTIATh
MPOOEITBI B CBOUX 3HAHUSX U
KOMITETEHIIUSIX C UCTIOJIb30BaHUEM
WHCTPYMEHTOB CaMOOIIEHKH U
U(PPOBBIX OIICHOYHBIX CPEIICTB
LMS,

— BBIOMpaTh IU(POBBIC CPEICTBA B
IEeJISIX CAMOPA3BUTHS, HCIIOJIb30BATh
1 (pPOBBIC TPEHAKEPHI IS
oOy4JeHus
- JIaNITHPOBATHCS K MOSBICHUIO

HOBBIX IIU(PPOBBIX CPEJICTB,

NPUIIOKESHUH, POTPAMMHOTO

o0ecreyeHust

3HaHus:

- COAEP/KaHNUE aKTyaJIbHOU
HOPMAaTHBHO-IIPABOBOM
JIOKYMEHTaLUY;

- COBPEMEHHAs Hay4Has U
npodecCuoHaIbHAsI TEPMUHOJIOTHS;
- BO3MOXHBIE TPAEKTOPHUH

PO ECCUOHAIIBHOTO PA3BUTHS.
-OCHOBHBIX 00pa30BaTeIbHbIX
NHTepHeT-pecypcoB, TUIIOB

1 poBOro 06pa3zoBaTEILHOTO
KOHTEHTA;

- BO3MOKHOCTEH U OTpaHUYCHUN
00pa30BaTeNbHOTO ITpolecca pu
UCMOJIb30BaHUU LU(POBBIX
TEXHOJIOTUH.

- BO3MOKHOCTH, 00J1aCTh
pUMEHEHUs 1 HHTepQeic nudpoBbIX
MHCTPYMEHTOB JJIs1 00y4eHuUs

OK 06 IIposABIATE rpaXkaaHCKoO- Ymenns:
MaTPUOTUIECKYIO TIO3UIIHIO, OTIHCHIBATH 3HAYMMOCTD CBOCH
JI€MOHCTPUPOBATH OCO3HAHHOE npodeccuu;
MOBEJICHHE HAa OCHOBE TPAJUIIMOHHBIX [Tpe3eHTOBATH CTPYKTYPY
POCCHICKHX TyXOBHO-HPABCTBEHHBIX npodeCCHOHATILHOM JAEeSITEIbHOCTH 10
LIEHHOCTEHN, B TOM YHCIIE C npodeccuu (crennaibHOCTH)
y4ETOM rapMOHM3AIUU 3HaHMS:
MEXHAIMOHAIBHBIX U MEXPEIUTHO3HBIX | - CYIIHOCTh IPaKIaHCKO-
OTHOIICHUN, MPUMEHATH CTaHAAPTHI MaTPUOTHUIECKOH MO3UIHA
AHTUKOPPYIIIHOHHOTO TTOBEICHHS OO1u1eyenoBeyeckue EHHOCTH
[IpaBuna noBeaeHUs B X011€
BBINOJIHEHUS TPO(ECCHOHATBHOM
JeATeIbHOCTH
OK 09 [Tonb3oBatbes mpodeccnoHanbHOMI — MPUMEHSTH CpeacTBa
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JTOKYMEHTAIel Ha rOCy1apcTBEHHOM U MH()OPMAIIMOHHBIX TEXHOJIOTUH JUIS
HHOCTPAaHHOM peLeHus poQecCHOHATIBHBIX
SI3BIKAX 3a/au;
— UCTIONb30BaTh COBpEMEHHOE
IIPOrpaMMHO€E 00€eCIIeUeHUE.
3HaHus:
— COBpPEMEHHBIE CpeJCTBa "
ycTpoiicTBa nH(pOpMaTHU3aLINY;
HOPSIIOK ~ UX  NPHUMEHEHUs U
nmporpaMMHOe  oOecrieyeHue B
npodecCHOHATBHON AEATEIbHOCTH

IIpodeccnonanbHbIe KOMIIETEHIIUT

OcCHOBHBIE BUJIbI Kon u popmynuposka [Toka3zarenu 0CBOEHMsI KOMIIETEHLIUH
JeSITETbHOCTH KOMIIETEHINH
3amura [IK 2.3. OcyuiecTBisiTh Ymenus:
uHpopMalnu B 3alIUTy UH(GOPMALUU OT KJIacCU(pULIUPOBATH
MH(OPMALMOHHO — HECAHKIIMOHUPOBAHHBIX 3aIIUIIaeMyl0 HHQOPMALUIO TI0
TEIEKOMMYHUKAIIAO NeUCTBUM U CHIELMATIbHBIX BUJIaM TaliHbl U CTEIIEHSAM
HH BIX , BO3/JCHCTBUH B CEKPETHOCTH; KIaCCHPHUIIPOBATH
KOMIIbIOTEPHBIX, MH(POPMALIMOHHO — OCHOBHBIE YTPO3bl 0€30I1aCHOCTH
aBTOMAaTU3UPOBaHH TEJIEKOMMYHUKAI[MOHHBIX uH(popmManuu
BIX CUCTEMAX U cUCTeMax U CeTsX C 3HaHus:
CeTsX C HCITI0JIb30BAHUEM CYLIHOCTh W MOHATHE HH(OPMALMOHHOU
HCIIOJIb30BaAHUEM NporpaMMHBIX H 0€e301acHOCTH, XapaKTEePUCTUKY ee
[IPOrpaMMHO- IIPOrpaMMHO- COCTABIISIONIHX;
anmnapaTHbIX, B TOM anmnapaTHbIX, B TOM 4HCIIE .
MecTO MH(OPMAIMOHHON 0e30IacHOCTU B
4yucCIIe KpUNTOrpapuuecKux .
KpHIITOrpapuyecku CPEICTB B COOTBETCTBHH C CHCTEME  HallHOHANbHOH GesomacHocTH
X CpPEJICTB 3alUTHI MPEIbABIECHHBIMA CTPaHBbI,
TpeOOBaHUAMH. BU/IBL, HUCTOYHUKH U HOCUTENN
3alMIaeMoi nHpopmaruy;
VCTOYHUKH yrpo3 6e30MacHOCTH
uHpopMalun " MEpBI 1o 150.¢
IIPEJOTBPALLECHHUIO;
¢daxTopsl, BO3/ICHCTBYIOIINE Ha
uHpopMmalMi0 Tpu ee o00paboTke B
aBTOMaTU3UPOBAHHBIX
(uH(OPMAIIMOHHBIX) CHUCTEMAX;
KU3HEHHBIE LIUKJIBI uHpopMaLuu

OTPaHMYEHHOTO JIOCTyNa B TIpolecce ee
co3zanusi, 00paboTKH, epeayy;
COBPEMEHHbIE  CpEJCTBA U  CIOCOOBI
o0ecrieyeHus nHGOPMAaIIMOHHOMN
0e30IMacHOCTH;

OCHOBHBIE METOJIMKU aHAJIHM3a YIpo3 U
PUCKOB HH(GOPMAIITMOHHON O€30MaCHOCTH.




B coorBercTBHE C HDOd)CCCI/IOHaJIBHBIM CTaHJapTOM ((CHCI_II/IaJ'II/ICT 110  3aIIUTEC
UHGOpPMAIMK B aBTOMATH3HPOBAHHBIX CHUCTEMax» JUIsl BBIMOJHEHHUS TpymoBod QyHkiwu 3.1.1
[IpoBenenue pergaMeHTHBIX paboOT MO SKCIUTyaTallkd CHCTEM 3aIlUThl  MHPOpPMAaLuu
ABTOMATH3UPOBAHHBIX CUCTEM C IIEIIbIO OBJIAJICHUS MPO(ECCUOHATBHOM JEATEIILHOCTH YMEHUSIMU
JUIS BBITIOJTHEHUSI TPYAOBBIX (DYHKIMI M COOTBETCTBYIOIIMMHU KOMIETEHIUSAMHU OOydaromuics B
X0Jle OCBOCHHS y4eOHOW JuCHMIUIMHBI «OCHOBBI  MH(MOPMAIIMOHHONH  0E30MacHOCTH
00ydJarouuincs JOJKeH:

ymemb:

— KOHQUTypHpOBaTh TApaMeTPhl CUCTEMbl 3AIIUTHl WHQPOPMAIMH aBTOMATU3UPOBAHHOW
CHUCTEMBI B COOTBETCTBUU C €€ 3KCHHyaTaL{I/IOHHOI>'I HOKYMCHTaHHCﬁ;

— oOHapyXWBaTb ¥  YCTPaHITh  HEHUCIPABHOCTH  CHCTEMBbI  3aIIUThl  HWH(OpMAIIH
aBTOMaTI/I?;I/IpOBaHHOﬁ CHUCTCEMBI COTJIaCHO E)KCHJ'IyaTaLII/IOHHOﬁ JAOKYMCHTAIIUH;

- MPOU3BOJUTH MOHTAX U INAT'HOCTUKY KOMIIBIOTCPHBIX CCTCI;'I;

—HCMOJb30BaTh TUIIOBbIE KpUNTOrpaduyecKue cpeacTBa 3aluThl HHGOPMALIUY, B TOM YHCIIE
CPEACTBA AJIEKTPOHHON MOAMUCH

3Hamb.
TUTIOBBIE CPEIICTBA W METOJbI 3alUTHl MH(POPMAIUH B JIOKAIBHBIX H rI100aIBHBIX
BBIUMCIIMTEIBHBIX CETHX;

0a30BYI0 KOH(MUTYPALMIO CUCTEMBI 3aLTUTHl THPOPMAIIUU aBTOMATU3UPOBAHHON CUCTEMBI;

— 0COOGHHOCTH NPHUMEHEHHUS MPOTrPaAaMMHBIX W IPOrPaMMHO-AIAPATHBIX CPEACTB 3aIUThI
nH(OpMAIINY B aBTOMATU3UPOBAHHBIX CHCTEMAX;

TUTIOBBIE  CPEACTBA, METOJIbI ¥ TMPOTOKOJBl HMICHTU(DUKALNWHK, AYTCHTUPUKAIMH |
aBTOPH3ALINY;

HOPMATHUBHBIC ITPABOBBIC AKTHI B 00JIACTH 3alTUTHI HHPOPMAIIUH;

OpraHU3aIMOHHBIE MEPHI T10 3alUTe WH(HOPMALIUH,

Jlns BeImonHEeHUs TpynoBoit ¢yHkimu 3.1.2 BeneHune TeXHHYECKOW TOKYMEHTAIIWH,
CBA3aHHOM C DJKCIUTyaTalueill cucreM 3amMThl HH(QOpMalMM aBTOMATU3MPOBAHHBIX CHCTEM,
00y4aronuics TOKEeH:

ymemn.

—  0hOopMIIATH JOKYMEHTAIIHMIO [0 PETIaMEHTAIIMN MEPOTIPUITHI M OKA3aHUIO YCIYT B 00JIaCTH
3alUThl HH(OPMAIIHH;

- O(bOpMJ'I?ITB TEXHUYCCKYIO JOKYMCHTALUIO B COOTBETCTBHU C HOPMATHBHBIMU NPABOBBIMU
aKTaMH B 00JIACTH 3aIUThl HH)OPMAIUH.

3HAMb.!

— HOPMAaTHBHBLIC ITPABOBBLIC AKThI B oOJactu 3alIUThI I/IH(i)OpMaHI/II/I;

— OCHOBHBIE METOJUYECKHE U PYKOBOJSIINE JTOKYMEHTHI YIOJIHOMOYEHHBIX (eepabHbIX
OpPraHOB MCIIOJHHUTEIBHOM BJIACTH TIO 3aIllUTe HH(DOpMAIIHH;

— OJKCIUTyaTallMOHHAs M MTPOCKTHAs JOKYMEHTAIUS Ha aBTOMATU3UPOBAHHYIO CUCTEMY;

— OCHOBHBIC METO/Ibl OpPTaHHU3AIIMU U POBEIACHUS TEXHUUECKOTO 00CTY)KUBaHUS TEXHHUCSCKIX
CpeACTB UHPOPMATU3AIINY;

— OpraHM3alMOHHBIC MEPHI 110 3aIUTEe UHPOPMAIIHH.

Jnst BemmonHenust TpynoBod gynkmun 3.1.3 OOecriedenne 3amuThl HHPOPMAITUN TIPH
BBIBOJIC M3 HKCIUTyaTaIl[Il aBTOMAaTU3UPOBAHHBIX CUCTEM, 00YUAIOLIHICS JOKEH:
ymemy:
— HCHOJb30BaTh MPOrPaMMHBIE CPEICTBA AJIsl apXUBUPOBAHUS HHPOPMALINN;
— HCHOJb30BaTh IMPOTPaMMHBIE W MPOTpaMMHO-aNNapaTHble CPEACTBA ISl YHHUUTOXKEHUS
uHpopMalUU ¥ HOcUTeNel nHpopMaruu;



— HCIIOJB30BaTh TUIOBbIE KpUNTOrpaduuecKue CpeicTBa 3aluThl HH(MOPMaIUK, B TOM YUCIIE
ANIEKTPOHHYIO MOANNCH

3HaAMb!

— TIpoueAypbl IO apXMBUPOBaHUIO HH(poOpManuu, oOpadaThIBaeMON aBTOMATHU3MPOBAHHOU
CHCTEMOI;

— Ha3Ha4YeHHWE M HPUHLUIBI pabOThl OCHOBHBIX Y3JI0B COBPEMEHHBIX TEXHHUYECKUX CPEJCTB
MHPOPMaATH3ALUH;

— OpraHM3alMIo PEMOHTHOI'O 00CIyKMBaHUS KOMIIOHEHTOB aBTOMaTU3MPOBAHHOMN CUCTEMBI,

— perjaMeHT aBTOMAaTHU3WPOBAHHOW CHCTEMBI IO YHHUUYTOXCHHIO MH(POpPMAIMK M MAIIWHHBIX
HocuTelel MH(OpMaIHH.

— HOpPMAaTHBHbIE IPABOBbIE AKThl B 00JIACTH 3alUTHl MH(OPMALIUH;

— OCHOBHBIE METOJMYECKHE U PYKOBOJSAIIME JOKYMEHThI YIOJHOMOUYEHHBIX (hefepabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH MO 3aIlUTe HH(POPMAIIH.

B cootBerctBum ¢ IlpodeccuonanbHbiM cranaapToM «Crenuanuct mo 3amure MHGopManuu B

TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMax W CETAX» IS BBIIOJHEHUs TpynoBod QyHkiuu 3.1.1

VYcraHoBKa MPOrpaMMHBIX, IPOrpaMMHO-alIapaTHbIX (B TOM 4YHCIE KPUNTOrpaduyecKux) MU

TexHrUecKux cpenctB u cucteM 3amuthl CCCO ot HC/] ¢ nienbio oBmageHus npodecCHoHaTbHON

NESITeIbHOCTH YMEHUSMH JUI BBINOJHEHUS TPYAOBBIX (YHKUUMH M COOTBETCTBYIOIUMH

KOMIETEHIIMSIMM ~ OOydaloIiuiics B  XOA€ OCBOEHUS Yy4eOHOM JucuuIuiMHbl  «OCHOBBI

MH(POPMALIMOHHOM 6€30MacCHOCTH» 00yYaroIUIics TOKEH:
ymemn.

— npoBoauTh NpoBepky koMiuiekTHocT CCCO, cpencts u cucteM 3amutbl CCCO ot HC/L

—  IPOBOAWTH MOHTaX (711 MpOrpaMMHBIX cpeacTB - ycraHoBKYy) CCCD, cpeacTB U CUCTEM
3amutel CCCO ot HC/J

— TIPOBOJMTH TNEPBUYHYIO HACTPOHKY W MpoBepky ¢ynknuonupoBanus CCCD, cpeacts u
cucteM 3amuthl CCCH ot HC/J

3HaMb.

—  HOMEHKJIAaTypy, pyHKLIMOHAIbHOE Ha3HAaUeHUE U OCHOBHbIE XapakTepuctiuku CCCO

—  HOMEHKJIATypy, (PyHKUIHMOHAJIbHOE HAa3HAUYEHUE U OCHOBHBIE XapaKTEPUCTUKH CPEJCTB U
cucteM 3amuthl CCCH ot HCJJ

— HOpMaTUBHbIE TPeOOBAaHUS K COCTaBY U COJAEPYKAHUIO AKCIUTYaTallMOHHOM JOKYyMEHTaluu
CCCD, a rakxe cpencts u cucreM 3amutsl CCCI or HCJ

—  HOpPMAaTHUBHBIE [TPaBOBBIE aKThI B 00JIACTH CBSI3U, MHPOPMATH3ALUH U 3aILUThI HH(OpMAaLIUU

Jns BeinosHeHUs TpynoBoit ¢pyHkuuu 3.1.2 O6ecnedenue 6ecniepedoiinoit padborsr CCCO,

a TaKke MpPOrpaMMHBIX, MPOrpaMMHO-aIIapaTHbIX (B TOM 4YHCIE KPUOTOrpadUyecKux) u

TEXHUYECKUX CpesIcTB U cucteM ux 3aumthl oT HC/I, oOyuarommiics 10JKeH:
ymemn.

— TPOBOJMTH TEKYIIMH KOHTPOJb MoKazaTened u mpouecca ¢yHkuuonuposanus CCCD, a
TaK)X€ MPOTrpaMMHBIX, NPOTrPaMMHO-aNMNapaTHBIX (B TOM 4YHCIE KpUNTOrpaHUuecKux) M
TexHnyeckux cpeActB u cuctem 3amutel CCCHO ot HC/I, npenycMOTpEeHHBINH periaMeHTOM
UX dKCIUTyaTaluu

—  BBIOJHATH MPEJYCMOTPEHHBIE B TEXHHUYECKOH JOKYMEHTAlMM pPabOThl O HM3MEHEHHUIO
Hactpoek CCCD, a Takke MpOrpaMMHBIX, INPOTPaMMHO-AaNIapaTHbIX (B TOM YHUCIE
KpUNTOTpapUUECKUX) U TEXHUUYECKUX cpelcTB U cucteM 3amutel CCCI ot HCI

—  TPOBOAMUTH MPEIyCMOTPEHHBIE PETrJaMEHTOM paboThl IO BOCCTAHOBIIEHHIO IIpolecca u
napametpoB (pyHkiuonupoBanus CCCD, a Takke MPOrpaMMHBIX, TPOTPaAMMHO-AIIAPATHBIX
(B TOM uncne Kpunrorpadpuyeckux) U TEXHUYECKUX cpeactB u cucreMm 3amutel CCCO ot
HCA.
3HaMb!

— THUIIbI, OCHOBHBIE XapaKTEPUCTUKU CPEICTB U3MEPEHNUH U KOHTPOJIS IIPOLIECca U TapaMeTPOB

¢yukuumonuposanust CCCD, a Takxe cpeacts u cuctem 3amutsl CCCI ot HCJ

— IIOCJIEA0BATENBHOCTD AEHCTBUI B 1esaX n3MeHeHus Hactpoek CCCD, a Takke CpelcTB U
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cucreM 3amuTel CCCO ot HC/I 6€3 npepriBanus npouecca ux GyHKIIMOHUPOBAHUS

- IIOCJIEI0BATENBHOCTh JEHCTBUH B LENSIX BOCCTAaHOBJIEGHUs IIpoliecca M IHapaMeTpoB
¢ynkunonuposanusi CCCD, a takxke cpencts u cucteM 3ammtbel CCCD or HCJ

- OpraHU3allMOHHBIE MEPHI IO 3aluTe HHPOpMaLUu

— HOpPMAaTHBHBIEC IPABOBBIC aKTHI B 00JIACTH CBSI3U, MH()OPMATH3AIMU U 3aIIUTH HH()OPMALIUH.

Jns Bemonnenust tpyaoBoi ¢ynkmum 3.1.2 Texuuueckoe oOcmyxuBanne CCCD, a Takke
IPOTrpaMMHBIX, IPOrpaMMHO-aIIAPaTHBIX (B TOM 4YHCIE KPUNTOrpapUUECKHX) U TEXHUUYECKHX
cpeact u cucteM ux 3amuThl oT HCJI, o0ydaromuiics: TomKeH:
ymems.
— OpraHu3aIys U CoJiepKaHue TMarHOCTUKU M TeXxHu4eckoro oocmyxuBanus CCCO, a Takxke
cpeacts u cucteM 3amuTel CCCO ot HCJL
— IIpaBWia BEJEHHUS OHKCIUTyaTalMOHHOM nokymeHtauuu CCCD, a Takke NpOorpaMMHBIX,
IpOrpaMMHO-aNNapaTHbIX (B TOM YMCJIE€ KPUNTOrpapUUECKUX) U TEXHUYECKUX CPEACTB U
cucteM 3amutl CCCHO ot HC/I

—  Meromauku u npueMbl pemonta CCCD, a takxke cpeAactB u cucteM 3amuTel CCCO oT
HC.

B cootBerctBuum ¢ IlpodeccuonanpHbiM craHmaptoM «Crnenmuanwict 1o 0e30macHOCTH
KOMIIBIOTEPHBIX CHCTEM W CceTel» i BbINOJHEHUs TpyaoBod ¢yakiuu 3.1.1 OOciyxuBaHHe
MPOrpaMMHO-aNMapaTHBIX CPEJCTB 3aMUThl HHHOPMAIIUU B OMIEPAMOHHBIX CUCTEMaX C IENBIO OBJIAJICHUS
npoeCCHOHANLHOW ~ NEATCTbHOCTH ~ YMCHUSMHU  JUIS  BBINOJHEHUS  TPYIOBBIX  QYHKIUH W
COOTBETCTBYIOIIUMM KOMIICTCHIUSAMH OOYYAIOIIUICS B XOJE OCBOCHHS YUEOHON MUCIUILUINHBI
«OcHOBBI HH()OPMAITMOHHON 0€30IacHOCTHY 00YUYAIOIIUNCS TOJDKEH:

ymemn.

— HacTpanmBaTh KOMIIOHEHTHI IMOJCUCTEM 3alIUTHI HUHPOPMALIUKA ONIEPAIITMOHHBIX CUCTEM;

- YIOPABJISATh YYETHBIMHU 3alMCAMM IOJb30BATENEH, B TOM YHUCJE IeHepalued, CMEHOU U
BOCCTaHOBJICHUEM IIApOJIEH;

— MPUMEHSTH MTPOrPaMMHO-AIAPATHRIE CPEACTBA 3aIUTHI WH(OPMAIIUK B OMEPAMMOHHBIX
CHUCTEMAX;

- MIPUMEHSATh aHTUBUPYCHBIE CPEICTBA 3AIUTHI MH(POPMAIIMK B OMIEPAIIMOHHBIX CUCTEMAX;

- paboTaTh B OMNEpAIMOHHBIX CHCTEMax C COOJIIOJIEHHEM JIEHCTBYIOIIMX TpPeOOBaHUU IO
3amuTe HHPopMaIuy;

- MPOBOJANTH MOHUTOPHUHT, aHANIU3 U cpaBHEHHE A(P(HEKTUBHOCTH MPOTrPAMMHO-AMIAPATHBIX
CPENICTB 3alIUThl UHPOPMAILIUU B OTIEPAIMOHHBIX CUCTEMAX;

- yCTaHABIMBAaTh OOHOBJEHHS MPOTPaMMHOIO OOECIEYEeHHs, BKIIOYas MPOTPaMMHOE
obecrieueHne CpeCTB 3alUThl HHPOPMAIIIH;

- BBITMIOJHATH PE3€PBHOE KOMUPOBAHHE M aBApUIHOE BOCCTAHOBJICHHE PabOTOCIMOCOOHOCTH
CPEJCTB 3alUThl HHPOPMAIIIH;

- KOHTPOJIMPOBATH 1[ETOCTHOCTh MOJICUCTEM 3aIIUTHl HH(GOPMAIIUHU ONIEPAIIMOHHBIX CUCTEM;

- YCTpaHATh HEUCHPABHOCTH TMOJCUCTEM 3aIIUThl WH(GOPMAIMU OMEPAIMOHHBIX CHUCTEM U
MPOTrpaMMHO-ANMapaTHBIX ~ CPEJCTB  3allUThl  HH(POPMAIMHM  COTJIACHO  TEXHUYECKOU
JIOKYMEHTALINH;

- 0hOpMIIATh  DKCIUTYaTallAOHHYIO JOKYMEHTAIMI0 TMPOrPaMMHO-AMIMapaTHBIX — CPEJICTB
3aMUThl UHHOPMALIUH.
3HAMb!

- APXUTEKTYPY U MOJIb30BATEIhCKUE HHTEP(HEHCH OTIEPAIMOHHBIX CUCTEM

- MOPSIIOK oOecniedeHus: 6e30macHOCTH WH(POPMAIUU TIPU IKCIUTyaTallud OMEPAIIMOHHBIX
CHUCTEM

- HMCTOYHHKHU yrpo3 HHPOPMAIIMOHHON O€30MaCHOCTH M MEPHI 110 UX MPEI0TBPAIICHUIO

— CYIITHOCTh W COJAEpKaHHE MOHITHS WH()OPMAIMOHHOW O€30MaCHOCTH, XapaKTEPUCTUKU €€
COCTaBIISIFOIINX

- TUTIOBBIE CPEJICTBA 3AIIUTHI UH()OPMAIIMK B OTIEPAITMOHHBIX CHCTEMaX
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— IPOTpaMMHO-aNNapaTHBIE CPEICTBA U METOJIBI 3aIIUTHI HHPOPMAIH
- MOPSAOK SKCILTyaTalliy CPEACTB aHTUBUPYCHOM 3alllUThI B ONEPAIIMOHHBIX CHCTEMaxX
— (GopMBI 1 METOABI MHCTPYKTaXKa IMOJIb30BATENCH MO MOPSAKY paboThl B ONEpallMOHHBIX
cucreMax
— o0rmue TIPUHIIHITBI (YHKIIMOHHPOBAHHS POrPaMMHO-aNapPaATHBIX CpEICTB
KpunTorpaduueckoi 3amuTel “HGOpMaLUK
— HOPsI0K 0(hOPMIICHUS IKCIITYaTallMOHHOHN IOKYMEHTALUU
— HOpPMAaTHUBHBIE [TPABOBbBIE aKThI B 00JaCTH 3alIUTHI HH(GOpMALIUU
— OCHOBHBIC PYKOBOJSIIME M METOJMYECKUE TOKYMEHTHI YIIOJHOMOYEHHBIX (penepanbHbIX
OpraHOB UCIOJHUTEIBHOM BJIACTH MO 3a1uTe UHPOPMALIUH
— OpraHu3alMOHHBIE MEPHI 1O 3alUTe HHPOpMALIUU
st BeimosHeHUsT TpyAoBou ¢GyHkiuu 3.1.2 OOciaykuBaHHE MPOrPaMMHO-AIapaTHBIX
CPEZCTB 3alIUThI UH(OPMAIIMH B KOMITBIOTEPHBIX CETAX, 00YUAIOIMNACS JTOIKEH:
ymemby
— OPUMEHSTHh MPOrPaMMHO-aNNapaTHBIE CPEACTBA 3aLIUTHl WH(POPMAIIMKA B KOMIBIOTEPHBIX
CeTAX;
- YCTaHABJIMBATh MEKCETEBbIC IKPAHBI B KOMITBIOTEPHBIX CETSX;
— KOH(UTYPUPOBATh MEKCETEBBIEC IKPAHBI B COOTBETCTBUU C 3a/IaHHBIMU MTPABUIIAMU;
— KOHTPOJIMPOBATh KOPPEKTHOCTh HACTPOMKH MEKCETEBBIX IKPAHOB B COOTBETCTBHH C
3aJJaHHBIMU MTPABUIIAMU;
—  paboTaTh B KOMIIBIOTEPHBIX CETSIX C COOIIOJCHNEM JIEHCTBYIOMINX TPEOOBAaHUH TIO 3aIIUTE
uH(pOpMaLNH;
— POBOJUTh MOHUTOPHHT, aHAJHM3 U CpaBHEHUE A(P(PEKTUBHOCTH MPOTPAMMHO-aNIapaTHBIX
CPEICTB 3alUThl HHHOPMAIIUU B KOMIIBIOTEPHBIX CETSIX;
— yCTaHABIMBAaTh OOHOBJEHUS NPOTPAMMHOTO  OOECHEeUeHMs, BKIIOYas IPOrPaAMMHOE
obecrnieueHre CpeCTB 3Tl HHPOPMAIUY;
— GopMyTUpOBaTh MPEAJIOKEHUS TO TMPUMEHEHUIO MPOrpaMMHO-ANIapaTHBIX — CPEICTB
3alUThl HHPOPMAIIUU B KOMIIBIOTEPHBIX CETSX,
3HamMb:
— TOTIOJIOTUU U TPOTOKOJIBI CETEBOIO B3aUMOJCHCTBUSA, MPUMEHSAEMbIE B HKCIUIyaTHPYEMBIX
KOMITHIOTEPHBIX CETSIX;
— COCTaB U OCHOBHBIE XapaKTEPUCTHKH OOOpPYIOBaHHUS, MPUMEHSEMOr0 IpU MOCTPOCHUHU
KOMITBIOTEPHBIX CETEH;
— TUIIOBBIE METO/bl M MPOTOKOJIBI WACHTU(GUKAIMM, AYTEHTU(GHUKAIMK M aBTOPU3ALUU B
KOMITHIOTEPHBIX CETSIX;
— TUIIOBBIE CETEBbIE aTAKU U CIIOCOOBI 3aUTHI OT HUX;
— CYIIHOCTh M COJIEp)KaHWE TOHATHS WH(POPMAIMOHHON 0Ee30MacHOCTH, XapaKTEPHCTUKU €
COCTAaBJISFOIIUX;
— OCHOBHBIE HWCTOYHHKH yrpo3 HH(pOpMannoHHOW O€30MacCHOCTH W Mephl M0 HX
Npe0TBPAILEHHUIO;
- POTPaMMHO-aNapaTHBIE CPEJCTBA U METOJIBI 3aIIUTHI HH(POPMAIIHIH;
— OCHOBHBIE ~ METOJbl OpPraHM3allMM M  TPOBEAEHUS  TEXHUYECKOro  OOCITy>KUBaHUS
KOMMYTAIIMOHHOTO 000PYIOBaHHUS KOMITBIOTEPHBIX CETEH;
— HOPsI0K 0(OPMIIEHUS SKCIUTYaTallMOHHON JTOKYMEHTAINH;
— o0mue  OpuHUUNBl  (QYHKIMOHUPOBAHUSA  CPEACTB  KpUNTOrpaduyecKkoll  3amiuThl
UH(OPMAIIUU B KOMITBIOTEPHBIX CETSX;
— TOPSIOK o0ecriedeHrst 0e30macHOCTH MH(DOPMAIMK TP IKCIUTyaTallid KOMITBIOTEPHBIX
ceTel;
- (GOpMBI 1 METOABI MHCTPYKTaXKa IMOJIb30BATEIICH MO MOPSAKY paboThl B KOMIIBIOTEPHBIX
ceTsix;
- HOpPMAaTHBHBIEC IPABOBBIC aKTHI B 00JIACTH 3aIUTHI MHPOPMAIIHH;
— OCHOBHBIE PYKOBOJSIINE M METOJMYECKUE TOKYMEHTBI YIIOJHOMOYEHHBIX (peaepanbHbIX
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OpPTraHOB UCIOJHUTEIBHOMN BJIACTH TI0 3alUTe MHPOPMAIIHH;

— OpraHU3aIMIOHHbIE MEPHI O 3aIlIKUTe HHPOPMALIUH.

B cootBerctBum ¢ IlpodeccuonanbHbiM cTaHgapToM «CHENHMATUCT 1O TEXHUYECKOU
3amuTe WHOOPMAIMKY I BBIMOAHEHUs TpynoBord ¢yHkiuu 3.1.1 IlpoBeaenue pabor mo
YCTaHOBKE, HACTPOMKE, HCIBITAHUSAM M TEXHUYECKOMY OOCIYXMBAaHUIO TEXHHUYECKHX CpEICTB
3alUThl HHPOPMAIIMK OT YTEUKH 3a CUET MOOOYHBIX ANEKTPOMArHUTHBIX W3JIy4EHUN U HaBOJOK C
[ENbI0 OBIAJICHUS MPOPECCHOHATBHON ACSITEILHOCTH YMEHHSIMH JIJISi BBIMOJTHEHUS TPYIOBBIX
GYHKIMI ¥ COOTBETCTBYIOIIMMU KOMIIETEHUIUSAMHU OOYyYaroIIuiics B XOJE€ OCBOEHHUS Y4eOHOI
TUCIUTUINHBI «OCHOBBI HH(POPMAITMOHHON 0€30MaCHOCTHY 00YJaIOIIHIACS TOJIKEH:

ymemy:

— MPOU3BOJUTH YCTAHOBKY U MOHTQXX TEXHUYCCKUX CPEACTB 3alUThl HH(POPMAIIMH OT YTCUKH
3a cYyeT MOOOYHBIX OJIIEKTPOMATHUTHBIX M3IY4eHUH M HaBOJAOK B COOTBETCTBHH C
TEXHUYECKUM TMPOEKTOM, MHCTPYKUMSIMH TIO DSKCIUIyaTalldd U  3KCIUTyaTallMOHHO-
TEXHUYECKUMH IOKYMEHTaMHU;

— MPOBOANTh HACTPOWKY W HCIBITAHUE TEXHUYECKUX CPEACTB 3alIUThl WH(GOPMALUU OT
YTEUKH 32 CUeT MOOOYHBIX AJIEKTPOMATHUTHBIX M3ITYYEHH U HABOJOK B COOTBETCTBUU C
WHCTPYKIUSMU TI0  OKCIUTyaTallud W TPeOOBaHUSMU  HOPMATHBHO-METOIUYECKUX
JIOKYMEHTOB;

— MPOBOANTh TEXHUYECKOE OOCTY)KUBAaHUE TEXHHUYECKUX CPEICTB 3alIUThl WH(OOpPMALIUU OT
YTEUKH 32 CUeT MOOOYHBIX AJIEKTPOMATHUTHBIX M3IYYEHHUU W HABOJOK B COOTBETCTBUU C
WHCTPYKIUSMH T10 IKCIUTyaTalluK U SKCIUTYaTallMOHHO-TEXHUYECKUMH JJOKYMEHTAMH;

— MIPOBOJIUTh YCTPAHEHUE BBISBICHHBIX HEHCIPABHOCTEW TEXHUYECKUX CPEACTB 3aLIUTHI
uH(OPMAIIMK OT YTCYKH 32 CYET MOOOYHBIX JIEKTPOMATHUTHBIX W3ITy4EeHUN M HABOJOK W
npu HEOOXOIUMOCTH OpPraHM30BBIBATH UX PEMOHT C MPHUBJICUECHUEM IMPOU3BOAUTEICH
TEXHUYECKUX CPEJICTB 3aIIUTHl HH(OpPMAIUK;
3Hamy:

— HOPMATHBHBIC MPABOBBIC AKThl, METOAMYECKUE TOKYMEHTHI, HAIlMOHAJIbHBIC CTAHIAPTHI B
obnmactu 3amuThl MHGOPMAIMM OTPAHMYEHHOTO JIOCTYNa U aTTeCTallud OOBEKTOB
nH(pOpMaTU3allMK Ha COOTBETCTBHE TPEOOBAHUM M0 3alIUTE UH(DOpMALINK;

— TeXHUYECKHE KaHalubl yTeUYKH HH(OpMalMK, BO3HUKAIOIIME 3a CYET MOOOYHBIX
AJIEKTPOMATHUTHBIX H3JIYYCHHH OT OCHOBHBIX TEXHHUYECKHUX CPEJICTB, 32 CYET HABOJIOK
WH(GOOPMATUBHBIX CHTHAJIOB HA IIeMH DJJIEKTPONHUTAHUS ¢ 3a3€MJICHUS OCHOBHBIX
TEXHUYECKUX CPEJICTB U CHCTEM, BCIIOMOTATENIbHBIE TEXHUYECKUE CPEJICTBA U CUCTEMBI, UX
Ka0enbHblE KOMMYHHUKAIIMHM, a Takke CO3JaBaeMbleé METOJIOM "BBICOKOYACTOTHOTO
00sydeHus1" OCHOBHBIX TEXHHYECKUX CPEJICTB M CHUCTEM M 3a CUET BO3MOXKHO BHEIPEHHBIX
AIIEKTPOHHBIX YCTPOWCTB MepexBaTa MHPOPMAIIMH B OCHOBHBIX TEXHUYECKUX CPEICTBaX H
CUCTEMaXx;

— CIOCOOBI 3aIIUTHI UHPOPMAIIUU OT YTEUKH MO TEXHUYECKUM KaHaAJIaM;

— TEXHUYECKUE CpPEJICTBA 3allMTHl HMHPOPMAUM OT YTEUKH 3a CYET TMOOOYHBIX
ANIEKTPOMATHUTHBIX U3TYYEHUH U HABOJOK;

— METO/bl U METOJUKU KOHTPOJISI 3P(HEKTUBHOCTH 3aIIUTHI UHPOPMAIIUKA OT YTEUYKH 3a CUET
MOOOYHBIX ANEKTPOMATHUTHBIX H3TYYCHUN U HABOJIOK;

- cpencTtBa KOHTPOIS d(PPEKTUBHOCTH 3aIUTHI HHPOPMAIMK OT YTEYKH 3a CUYET MOOOYHBIX
AJNIEKTPOMATHUTHBIX U3Ty4YEHUH U HABOJIOK;

— TEXHUYECKUE ONMHUCAHUS W WHCTPYKIMH (PYKOBOJICTBA) IO JKCIUTyaTallMd TEXHUYECKHX
CPEICTB 3amuThl HMHPOpPMAIMM OT YTEUKU 3a CUET MOOOYHBIX DIEKTPOMATHUTHBIX
W3JIyYE€HHU U HABOJIOK;

— MpOeKTHas JOKYMEHTAIlWsl Ha CHCTeMY 3allluThl 00bekTa WHpOpMaTH3aluu (B YacTH
3aUTEl 00BEKTa OT YyTeYKH HHPOPMAIMU 3a CUET IMOOOYHBIX JJIEKTPOMAarHUTHBIX
U3IIy4eHHUI U HABOJIOK);

— TEXHUYECKOE OOCITY)KMBAHHE TEXHUYECKHUX CPEICTB 3alIUThl WH(OpPMAIMU OT YTEUKH 3a
c4eT MOOOYHBIX IEKTPOMATHUTHBIX U3TYyYSHUH U HABOJIOK;
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— MOPSIIOK  YCTPaHEHUsI HEUCTPABHOCTEW M OpraHu3alid pPEMOHTA CPEJCTB  3allUThl
nH(pOpPMaLIMU OT YTEUYKHU 3a CYET MOOOYHBIX FIEKTPOMArHUTHBIX U3TYyYEHHUI U HaBOJOK.

Jlst BeImosiHeHus TpyaoBor Gynkiuu 3.1.2 [IpoBenenue paboT 1o ycTaHOBKE, HACTPOMKE,
UCTIBITAHUSAM U TEXHHUYECKOMY OOCITY>KMBAaHHIO TEXHHUYECKHUX CPEJCTB 3aIIUTHl AKyCTUYECKOMH
pedeBoi HHPOPMAIUHU OT YTEUKH M0 TEXHUYECKUM KaHaiaM, 00y4aroluiCs T0JKEH:

ymemy:

— MPOU3BOJUTH YCTAHOBKY U MOHTa)K TEXHUYECKUX CPEJICTB 3alUThl aKyCTUYECKOM peueBoit
uH(pOpMAIlMM OT YTEYKH MO TEXHUYECKMM KaHaJIaM B COOTBETCTBUU C TEXHUYECCKHM
MPOEKTOM, HHCTPYKLUHUAMU 1O OKCIUIyaTalldd M OKCIUTyaTal[MOHHO-TEXHUYECKUMU
JIOKYMEHTaMU;

— MIPOBOJAMUTH HACTPOUKY U UCIIBITAHUS TEXHUYECKUX CPEJICTB 3allUThl aKyCTUYECKON pedeBoii
UHPOpPMALIMK OT YTEYKH IO TEXHWYECKHMM KaHajaM B COOTBETCTBUU C TEXHUYECKON
JOKyMEHTaluel, MHCTPYKIUSAMH MO SKCIUTyaTallud U SKCILTyaTallMOHHO-TEXHUYECKUMU
JIOKYMEHTaMU;

— MPOBOAUTh TEXHUYECKOE OOCITYKHBaHHE TEXHUYECKHX CPEJICTB 3alllUThl aKyCTHYECKOU
pedeBoil WHpOpPMAIMKM OT YTEYKH [0 TEXHUYECKHM KaHajlaM B COOTBETCTBUU C
MHCTPYKIHUSMU 0 SKCIUTyaTallii U SKCILTyaTallMOHHO-TEXHUYECKUMU IOKYMEHTAMU;

— IPOBOANTH YCTPAaHEHHE BBISBICHHBIX HEUCHPABHOCTEH TEXHUYECKUX CPEICTB 3aIIUThI
aKyCTMUECKOM peueBOl HH(OpMaNMU OT YTEUYKH MO TEXHHUYECKHMM KaHalaM W IpHU
HEOOXOJUMOCTH OpPraHM30BBIBATH HX PEMOHT C IPHUBICYECHUEM IPOU3BOAUTEIEH
TEXHUUYECKUX CPEICTB 3aIIUThI MH(pOpMALIHH,
3HAMb:

— HOPMAaTUBHBIE MPABOBBIE AKThl, METOJAUYECKUE JOKYMEHTHI, HAallMOHAJIbHBIE CTAHIAPTHI B
oOmacTi 3amuThl MH(GOPMAIMK OTPAHWYEHHOTO JOCTYNa M AaTTECTAllud BBIICICHHBIX
(3aImMIIaeMbIX ) MOMEIIEHUH Ha COOTBETCTBHE TPEOOBAHUAM IO 3alUTe UHDOpMaLIHH;

— TEXHUUYECKHE KaHaJIbl YTEUKH aKyCTUYECKON pedeBoil MH(popmanuu (IpsiMble aKyCTHUECKHE,
BUOpPALIMOHHBIE, AKYCTOONITUYECKUE, AKYCTOIIEKTPHUUECKUE, aKyCTOAIEKTPOMAarHUTHBIE);

- BO3MOKHOCTH CPEJICTB aKyCTUYECKOUN PEYEeBOM pa3BEIKH;

— TEXHUUYECKHUE KaHallbl YTeYKU aKyCTHYECKOW pedyeBoil MH(OpMAIINH, CO3/1aBaeMble 3a CUET
BO3MO>XHO BHEJPEHHBIX 3JIEKTPOHHBIX YCTPOMCTB mepexBaTa MH(GOPMALMU B TEXHUYECKHE
CpeacTBa U (MJIH) TOMEIEHUS;

— OCHOBHBIE XapaKTePUCTHKU JIEKTPOHHBIX YCTPONCTB MepexBara HHPOPMAIIUK;

— CIOCOOBI 3aIlIUTHl AaKyCTHYECKOW pedeBoil MHPOpPMAIUU OT YTEUKH MO TEXHUYECKUM
KaHaJlaMm;

— TEXHUUYECKHUE CPEeACTBA 3alllUThl aKyCTHMUYECKOH pedeBod HHQPOpMAIMM OT YTEYKU IO
TEXHUUYECKHUM KaHajam;

— METOABl ¥ METOAMKH KOHTPOJIS dS(PQPEKTUBHOCTH 3aIIUTHI aKyCTHYECKOW pedeBoit
nH(pOpMaIUK OT YTEUKHU MO TEXHUUYECKUM KaHaJlaM;

— cpencTBa KOHTPOIs 3 (HEKTUBHOCTH 3alUTHl aKyCTHUYECKOW peueBoil MH(pOpManuud OT
YTEUKH TEXHUYECKUM KaHaJlaM;

— TEXHUYECKUE ONMUCAHUS U MHCTPYKIMH MO AKCIUTyaTallMM TE€XHUUYECKUX CPEACTB 3aIUThI
pedeBoi HHPOPMAIUHU OT YTEUKHU M0 TEXHUYECKUM KaHalaM;

— MPOEKTHAsl JOKYMEHTAIIHS Ha CUCTEMY 3alllUThI BEICTIEHHOTO MOMEIIEHHUS (B YaCTH 3aIIUThI
aKyCTHUYECKOM peueBoi HH(OPMALIUY OT YTEUKU M0 TEXHUUECKUM KaHajaMm);

— HOPSIIOK ~ TEXHUYECKOTO  OOCTY)KMBAaHMS  TEXHHUYECKHX CpEJICTB  3alIUThl  peueBOd
nH(pOpMAIUK OT YTEUYKHU MO TEXHUYECKUM KaHaJlaM;

— MOPSIIOK YCTPAHEHHUS] HEUCHPABHOCTEM TEXHUYECKUX CPEICTB 3aLIUTHI aKyCTHUYECKOU
pedeBoi HHPOPMAIUHU OT YTEUKHU M0 TEXHUYECKUM KaHalaM U OpraHU3alus X PEMOHTA.

Jns BeimonHeHust TpynoBoit pynkuuu 3.1.2 IlpoBeneHue paboT 1Mo yCcTaHOBKE, HACTPOMKE,
UCTIBITAHUSAM U TEXHUYECKOMY OOCITY>KMBAaHUIO MPOrPAMMHO-TEXHHUUECKUX CPEJICTB 3aIUTHI
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UH(OPMALIUU OT HECAHKITMOHUPOBAHHOT'O IOCTYIIA, O0YJAIOLIUICS JOKEH:
ymemn:

— IIPOU3BOAUTh YCTAaHOBKY M HACTPOMKY IIPOrPAMMHO-TEXHHUYECKMX CPEACTB 3alUThI
UHGOpPMALUU OT HECAaHKLMOHUPOBAHHOI'O JOCTYIIA B COOTBETCTBMM C MHCTPYKLHSAMH I10
JKCIUTyaTalluy U SKCIUTyaTallMOHHO-TEXHUYECKUMU JOKYMEHTaMU;

- MIPOBOJIUTh HCHBITAHHUS TMPOTPAMMHO-TEXHHUYECKUX CPEACTB 3aIlWThl HHPOPMAIMH OT
HECAHKIIMOHUPOBAHHOI'O JOCTYyNa B COOTBETCTBHUM C HHCTPYKUMAMHU MO DKCIUTYyaTallud M
AKCILTyaTallMOHHO-TEXHUYECKUMHU TOKYMEHTAMU;

— MPOBOJIUTh TEXHUYECKOE OOCIy)KMBaHHWE MPOTPAMMHO-TEXHUYECKUX CPEACTB 3alUThI
nH(pOpMaUM OT HECAaHKIIMOHUPOBAHHOTO JIOCTYNAa B COOTBETCTBHH C MHCTPYKIHMSAMH IO
AKCIUTYaTalMU U SKCIUTyaTalMOHHO-TEXHUYECKUMH IOKYMEHTAMH;

- MPOBOJUTH YCTPAHEHHUE BBISIBJICHHBIX HEUCHPABHOCTEH MPOrpaMMHO-TEXHUYECKUX CPEIICTB
3amuTel  MHQOpPMAIMM OT HECAHKIIMOHUPOBAHHOTO JOCTyNMa © MPU HEOOXOAMMOCTH
OPraHU30BbIBaTh UX PEMOHT C MIPUBJICUCHUEM ITPOU3BOAUTENECH ITUX CPEICTB;
3HAM®b!

- HOPMAaTHBHBIE MPABOBBIE AKThl, METOANYECKUE JIOKYMEHTbI, HAllMOHAJIbHbIE CTAHAAPTHI B
obnacTu 3amMTBl WHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYNAa W AaTTECTAIMH
ABTOMATHU3UPOBAHHBIX CHCTEM Ha COOTBETCTBHE TPEOOBAHUSAM 10 3aIIUTE HHPOPMAIIHH;

- CIocoObl pean3aly HECAaHKIMOHUPOBAHHOTO JOCTYyMa K MH(pOpMAlMKM U CleHUaTbHBIX
MPOTrpaMMHBIX BO3JICUCTBHM Ha WHOOpPMAIMIO U €€ HOCUTEIHM B aBTOMATU3WPOBAHHBIX
CHCTEMaXx;

— METOJIbI 3aIUTHl WH(MOPMAIMK OT HECAHKIMOHUPOBAHHOTO JOCTYNla W CIEIUATBHBIX
MPOTPAaMMHBIX BO3JICCTBUI Ha HEE;

— METOJIbI KOHTPOJIS 3aIIMIIEHHOCTH WH(POPMAIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYIA M
CIIelIMaIbHBIX MPOrPaMMHBIX BO3JACHCTBUH;

- CPEIICTBA KOHTPOJIS 3alTUIIIEHHOCTH WH()OPMAIIUY OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

— METOJMKH KOHTPOJIS 3aIIUIIIEHHOCTH UH(POPMALIUUA OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

- TEXHUYECKUE ONUCAHUS W MHCTPYKLUMHM IO HKCILIyaTallMd MPOrPaMMHO-TEXHUYECKUX
CPENCTB 3alIUThl UHPOPMALIUHA OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

— TEXHUUYECKOE O0CIIy)KMBaHHE MPOTPAMMHO-TEXHUYECKUX CPEACTB 3allUThl HH(POpMALUKU OT
HECAHKIIMOHMPOBAHHOTO JIOCTYNA U CIEIMATbHBIX BO3/ICHCTBUN;

— MOPSAAOK YCTPAaHEHMS HEUCIPABHOCTEHW IPOrPAMMHO-TEXHUYECKUX CPEACTB  3aLUThI
uHpOpMaAIMM OT HECAHKIMOHUPOBAHHOTO JIOCTyNMa W CIHEHUUATbHBIX BO3JIEHCTBUA,
OpraHu3aluu UX PEMOHTA.

2. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI

2.1 OOBeM TUCIUTUTHHBI ¥ BUJIBI YI€OHOU PaOOTHI

Bun yuebHoM paboTh O6beM B yacax

O0bem o0pa3oBaTe/IbHON NPOrpaMMbl y4eOHOM I CHUILIHHBI, B TOM
qucIIe: 62

3.1.00beM padoThI 00y4aIOMIMXCS BO B3AUMO/I€iiCTBUM C

npernojaBarTejieM 36
Teoperuueckoe oOyueHne 18
[IpakTHyeckue 3aHATUS 18

0) npomexyTouHas arrectanus (qudQepeHIMPOBaHHBIN 3aUeT) -

3.2.CamocTrosiTesibHAasA padoTa 00y4yaromuxcst 26
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2.2. TemaTHYeCKHUH IJIaH ¥ CoOACPKaHuEC NUCIMIIJINHBI.

Koanbl
KOMIIeTEeHI]
Hid,
¢popmupos
HaumeHnoBanue Oo0bem aHUIO
Conep:kanue y4eOHOro Mmarepuajia u GopMbl OPraHU3aANUM 1eATETbHOCTH 00yUAI0IIHXCS
pa3/1es10B U TeM 4acoB KOTOPBIX
CIOCOOCTBY
€T 3JIeMEeHT
nporpamMmm
bl
1 2 3 4
Pazjnen 1. OcHoBbl HH(pOPMAIMOHHOI §€30MACHOCTH 62
Tema 1.1. Conep:xanue yueOHOro MaTepuasia 4
OcuoBHbI¢ nousATus | [lonstue napopmanmu u nHGOPMAITMOHHOM 0€30ITACHOCTH.
U 33714 Nudopmanus, coobmienus, nHGOPMAIMOHHBIE MPOLECChl KaK O0O0BEKThl WHGOPMAIUMOHHOMN
MHPOPMAIIMOHHOW | 6€30MaCHOCTH.
0€301MacHOCTH 00630p 3amunaeMbix 00bEKTOB U CUCTEM.
[TonsiTue «yrpo3a uHPpOPMAITUN. OK 03,
[TonsTre «pucka nHMHOPMAITMOHHON O€30MaCHOCTIY. OK 086,
CamocrosiTeibHas padoTa 12 OK 09.
BueaynuropHnas pabota ¢ 9bC.
Co3naHue mpe3eHTAIMid B MPHUIOKEHHH Prezi, moaroroBka MyOJUYHBIX BBICTYIUICHHH MO
teMam: [Ipumepsl npectymiienuit B chepe naGopmariu 1 THPOPMAITHOHHBIX TEXHOJIOTHIA.
3amuTa yeloBeKa OT OMacHOM HMH(OpMalMM U OT HEMH()OPMHPOBAHHOCTH B 00JacTu
nH(POPMAIMOHHOM 0e30macHOCTH Ul MpOoBeJeHHe MH(POPMAIMOHHBIX Oecel] CO CTYAEHTaMHU
y4eOHOTO 3aBEICHUS
Tema 1.2. OcnoBel | Conep:kaHue y4eOHOro MaTepuaJia 6
3aIIUTHI [lenocTHOCTh, JOCTYMHOCTh W KoOH(puAeHHManbHOCTh uHpopMaruu. Kraccudpukarms 8§ 82
uHpOopMaIUU nH(OpMAaIIUY TIO BUJIAM TaliHBI M CTENIEHSIM KOH(DUICHIIMATHHOCTH. OK 09’

[TonsiTHs rocy1apcTBEHHON TaHbI M KOH(UICHIIMATbHOU HH(OpMAIIUH.
JKuzneHHble MKIIBI KOHPUICHIMATBHON HH(OpMAIMK B TPOIIECCe €€ CO3JaHusl, 00paboTKH,
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nepeaadnd. DJIEeMEHTHI mpoliecca MeHemxmenta b, Mopenp naTerpanun nHGopMamoHHOU
0€30MMacCHOCTH B OCHOBHYIO JesITeNIbHOCTh opranu3anuu. [lonstue [lomutuku 6e30macHoCTH.

HpaRTn'{ecmle 3aHATHUA

[Ipaktuueckoe 3anstue Nel
Knaccudukanus  3ammmaemoit  umHbopMarmu 1O BUAAM  TallHBI W CTENCHSM
KOH(UASHITHAILHOCTH.

CamocrosiTeibHas padora

Bueaynuropnas pa6ota ¢ 9bC. OTBeTsl Ha Boripochkl. Coo01IeHus IO TEMe

Tema 1.3. Yrpo3ssl

Conep:xanue yueOHOro MmaTepuasa

0e3omacHoCTH [TonsiTre yrpo3sl 0e3o0macHoCTH HHPOpMALIUU

3alUIaeMO CucremHas kiaccuduxanus yrpo3 6€301macHoCcTd HHPOpMAaLUK.

uHpOpMAIN IIpakTnyeckue 3aHATHS
[IpakTuueckoe 3anstue Ne2
OnpeneneHrne 00BEKTOB 3aIUTHI HA THTIOBOM 00BEKTE WH(OPMATH3AIIHH. OK 03,
ITpakTnueckoe 3ansTue Ne3 OK 06,
Omnpenenenue yrpo3 o0bekTa HHOOPMATH3AINH U X KJIacCU(DUKaAIUS OK 009.
IIpakTnueckoe 3ansaTue Ne4
Vsa3BumocTu. MeTo/1bl OLIEHKH YSI3BUMOCTH MH(POPMAIIUU
[Ipaktuueckoe 3ansitue Ne5
HccnenoBanue kaHaIOB U METO/I0B HECAHKIITMOHUPOBAHHOTO JI0CTYINA K HHPOpPMaLUU
CamocrosiTesibHas padora
Bueaynuropnas padora ¢ 9bC. OtBeTh Ha Bonpochl. Coo0IIeHus o TeMe

Temal 4. Conep:xanue yueOHOro MaTepuasa

Merozonornieckne | Apanus CymecTBYIOIIMX METOAUK ONPEAEIEHUs TPeOOBaHMH K 3aIMTe HHPOPMAIHH.

NOJXOABI K 3aIIUTE | [TapameTpsl 3ammiaeMoil nHGOpMAMKU U OLIEHKa (aKTOPOB, BIUSIOUIMX Ha TPeOyeMbIid

vHpopmanuu YpOBEHb 3alIUTHl HHGOPMAIUH. OK 03
Busl Mep ¥ OCHOBHBIE TIPUHIIMITBI 3AIIUTH HH()OPMALIUH. OK 06:
IMpakTuyeckue 3aHATHS OK 09.

[IpaxkTnueckoe 3ansTue Neb6

HccnenoBanue METOMK oTpeieNieHust TpeOoBaHUH K 3aliuTe HHpOpMaIim.

[IpakTuueckoe 3austue Ne7

HccnenoBanue mapaMeTpoB 3alUIaeMoil HHGOPMALUU U OLIeHKa (DaKTOPOB, BIUSIOUIMX Ha
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TpeOyeMblil ypOBEHb 3aIIUTHI HHPOPMAIUH.
[IpakTnueckoe 3ansatue Neg
AHanu3 OCHOBHBIX MPUHIIUIIOB 3aIUTHI THPOPMALIUH.

CamocrosiTeibHas padora

Bueaynuropnas padora ¢ 9bC. OtBeTsl Ha Boripochl. Coo011IeHUs 10 TeMe

Temal.5
HopmaTtusHo
MPaBOBOE
peryaupoBaHue
3aIUTHI
nHbopMauu

Conep:xanue yueOHOTro MaTepuasa

OpraHu3anyoHHas CTPYKTYpa CUCTEMBI 3alIUTHl HH)OpMauu

3aKoHOATENbHBIC aKTHI B 00JIACTH 3alIUTHI HHPOPMALIUN

Poccuiickue © MeXIyHapoAHBIC CTaHAAPTHI, ONPEACIAIOIIME TpeOOBaHMA K 3allHUTe
UH(OPMAITHH.

IIpakTH4yeckue 3aHATHA

[IpaxTuueckoe 3anarue Ne9
Pabora B crpaBO4HO-IIPaBOBOM cHCTEME C HOPMAaTUBHBIMHM M IPABOBBIMU JOKYMEHTaMH I10
nH(GOPMAIIMOHHOM 6e30macHOCTH (4acTh 1)

OK 03,

CamocrosiTesibHast padoTa

[IpakTnueckoe 3anarue NelQ

PaboTa B crpaBO4YHO-NIPaBOBOM cHCTEME C HOPMATUBHBIMHM M MPABOBBIMH JTOKYMEHTAaMH I10
nH(pOpMaLIMOHHON 6€30MacHOCTH (4acTh 2)

IIpakTnueckoe 3ansatue Nel 1

PaboTa B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPAaBOBBIMH JOKYMEHTaMH 10
MH(POPMAIMOHHOM 6€30MacHOCTH (4acTh 3)

[TpakTuueckoe 3anstue Nel2

PaboTa B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPABOBBIMH TOKYMEHTAaMH IO
nH(pOpPMAMOHHOM 6e30MmacHOCTH (4acTh 4)

OK 06,
OK 09.

3ader

Bcero: 62 yaca

16




3. YCJIOBUSA PEAJIMBALIMA ITPOI'PAMMBI JTUCHUIIJINHBI

3.1.lns peanuzanii TPOrpaMMbl JTUCHUUIUIMHBI TPEAYCMOTPEHBI CIEAYIONINE CHEIUATbHBIC
nomernieHus (B coorsercteuu ¢ ®I'OC u ITOOI]):

1. YueOHas ayauTopus sl IPOBEICHHUS 3aHITHH BCEX BUJIOB, MPEYCMOTPEHHBIX 00pa30BaTEIbHOM
MPOTPAMMOIA, B TOM YHCJIE TPYIIIOBBIX W UHIUBUIYaTbHBIX KOHCYJIbTAIUH, TEKYIIIEr0 KOHTPOIS U
MTPOMEKYTOYHOU aTTeCTaIlMH

(KabuneTt mHpOpPMATHKH)

Crenman3upoBaHHas MeOeb:
JlexumoHHbIe mapThl — 13 mT.
Crynbs — 37 mir.

CT01 KOMITBIOTepHBIH — 1 11T,
VYuebnast mocka — 1 mr.

OKpaH HAaCTEHHBINA — 11T,

TexHnuueckue cpeacTna 00yueHHUS:

Kommerorep npenonasaresst — 1 mr.

Kommerorep oOydatomerocs (HOyToyk) — 12 mir.
MHoroQyHKIMOHATFHOE YCTPOUCTBO/pUHTEp — 1 TmIT.
MynbpTuMenna npoekTop — 1 mir.

AynMOKOTOHKH — 11IT.

2. JJabopaTopust IpOrpaMMHBIX U ITPOrPaMMHO-aNNapaTHBIX CPEICTB 3aIUThI HHPOpMaLUU

Crienman3upoBaHHas MeOemb:
JIekIMoHHBIC TapThI — 26 1T,
Crynbst — 53 .

Cron KOMITBIOTEpHBIH — 1 mIT.
VYuebnast jocka — 1 mr.

OKpaH HACTEHHBIN— 1 mIT.

Texnuueckue cpesicTBa 00yUeHUsL:
KommproTep mpenogaBarens — 1 mr
MynbTuMenna npoekTop — 1 mir.
AyIMOKOIOHKH — 11T

Cepsep — 2 mT.

Hcrounnku 6ecriepeOOHOTO MTUTaHHUS — 2 IIIT.
MHoroyHKIIMOHAFHOE YCTPOUCTBO -1 IT.

AHTHBUPYCHBIEC TPOTPaMMHBIE KOMIUIEKCHI; allapaTHbIe CPEICTBA Ay TeHTU(UKAIIMU TT0JIb30BaTEIIs;
MIPOTrpaMMHO-aMnIapaTHbIe CPEICTBA YIIPABICHHUS TOCTYIIOM K JAHHBIM M 3aLIUTHI (IIU(PPOBAHUS)
nHGOpPMAaLIUK; CPEACTBA 3AILUTH MH()OPMALUU OT HECAHKLIMOHUPOBAHHOTO AOCTYIA, OJOKUPOBaHUS
JIOCTyIIa ¥ HApyIICHUS [IEJIOCTHOCTH; IPOTrPaMMHEIE CPeICTBA KPUNTOTpadUIeCKON 3aUThl HHPOPMAIHH;
MPOTPaMMHBIE CPEJICTBA BHISBIICHUS YA3BUMOCTEH M OLEHKH 3alMIICHHOCTH HHPOPMAIHOHHO-
TEIeKOMMYHHKAIMOHHOW CHCTEMBI, aHaJIN3a CETeBOro Tpaduka.

IlepeyeHb TUIEH3MOHHOTO MPOrPAMMHOTO O0ECTICUEHHSI:

1) AnruBupycHnas 3amura Kaspersky Endpoint Security

2) Astra Linux, Libre Office

3) IIporpaMMHBIe CpeACTBa KPUNTOrpadUIecKoi 3auThl HHGOpMAIUH

4) TIporpaMMHO-arnIapaTHbIE CPEICTBA YIIPABICHUS JTOCTYIIOM K JJAHHBIM U 3aIUTHI (IIU(PPOBAHHS)
nHpopMaIuu, cpegactBamu 3amuThl HHGopmarmu ot HC/I, GiiokupoBaHus [O0CTyNa U HapyIICHUS
LEIOCTHOCTH;

[Tomemenue obecrieueHo 10CTYNOM K ceTH «VHTepHET» 1 IIEKTPOHHOU HH(OPMAIIMOHHO-
oOpa3zoBarenbpHON cpeae PUHAHCOBOTO YHHBEPCUTETA.
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3. YueOHast ayquTopus 1Jisl IPOBEACHUS 3aHATHI BCEX BUAOB, IPEIYCMOTPEHHBIX 00pa30BaTeIbHON
[IPOTPaMMOii, B TOM YMCIIe TPYIIIOBBIX U UHIUBUYaIbHBIX KOHCYJIbTAILUM, TEKYILEr0 KOHTPOJIA U
MIPOMEKYTOUHOH arTecTauuu

(MeTtomnueckuit KaOWHET)

Crnenuanu3upoBaHHas MeOelb:

Kommnerorepusie ctosst — 20 mT.

Cron nucbMeHHBIH — 13 miT.

Kpecno komnerorepaoe — 20 .

Crynbs — 26 mir.

kad mis yaeOHO-METOAMYECKUX MaTepPHAaIoB — 6 IIT.

TexHuYeckue cpe/icTBa O0YUCHUS:
INepconanbHbIe KOMIBIOTEPHI — 18 mT.
MynsTUMeua npoekTop — 1 miT.
OkpaH HacTeHHbIH — 1 1T,
AyIMOKOIOHKH — 111IT.

4. TTomereHus I CaMOCTOSTEIBHON paOOoThl: BUOIMOTEKa U YNTANILHBIN 3411 C BBIXOJIOM B ceTh MIHTEepHET

Crenmany3upoBaHHas Me6enb:

Croun xadenpa — 3 mT.

Karanoxueii smmk — 1 .

[xad mis anTaTenbcKkux GOpMyISIPOB — 3 MIT.
Burpuna qig kaur — 3 mir.

Cron yuennueckuit — 24 mr.

Kpecno kommbsioTepHOE — 2 mIT.

Cryn - 48 wr.

CToJ 3proHOMUYHBIN ¢ TyMOOH — 1 miT.

[xad mist TOKyMEHTOB — 3 TIIT.

TexHuueckue cpecTBa 00yUCHHS:
[lepconanbHbIe KOMITBIOTEPHI— 18 TIT.

IlepedeHb HDOd)eCCI/IOHaJ'ILHLIX 0a3 JAaHHBIX U I/IHd)ODMaLII/IOHHO'CHD&BO‘IHHX CHUCTEM

Nudopmannonnas cucrema «EnnHoe okHO qocTyma kK o0pazoBarenbHbIM pecypcam. Pazen.
WNudopmatuka 1 ”HPOpPMALMOHHBIE TEXHOJIOTHM» [ DnekTpoHHbIl pecype]. URL:
http://window.edu.ru/catalog/?p_rubr=2.2.75.6

DnekTpoHHO-0nbIroTeuHas cucrema IPRbooks [Dnexrponnsiii pecype]. URL:
http://www.iprbookshop.ru/

OneKkTpoHHO-01OIMoTeyHast cuctema FOpaiit: https://urait.ru

DIeKTpOHHO-0MOIMOTeYHast ciucTeMa Znanium: https://znanium.com/

DnekTpoHHO-0MOIMoTeuHas cuctema Book.ru: https://book.ru/

IlepeyeHb JMIIEH3MOHHOIO M CBOOOHO PAacIPOCTPaHIEMOr0 IPOTPAMMHOTO 00ECIIEUCHUS

MicrosoftOfficeProfessional

Microsoft Windows

Astra Linux , Libre Office

3.2. HudopmannonHoe obecnieyeHre peannu3alyuy IporpaMMel

Jlns peanuzanuu mporpaMMbl OMOIMOTEUHbINH (QoH 00pa3oBaTelbHOW OpraHU3alMi HUMEET
AIIEKTPOHHBIE ~ OOpa3oBaTelibHble M MH(POPMALMOHHBIE  PECYpPChl, PEKOMEHAyeMble s
HCIIOJIb30BaHuUs B 00pa30BaTeIbHOM IpOILIecce.

OCHOBHBIE U3HAHUS
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OcCHOBHbIC HCTOYHHKH:

1. bapanoga, E. K. OcnoBsl unpopmannonneii 6e3onacuoctu : yueonuk / E.K. bapanosa, A.B.
babam. — Mocksa : PUOP : MHO®PA-M, 2022. — 202 c. — (Cpeanee mpodeccuoHanbHoe
obpaszosanue). — DOI: https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Tekcr :
anekTpoHHbId. - URL: https://znanium.com/catalog/product/1860126 (nara obparenus: 22.08.2024)

JlonoJiHuTeIbHbIEe HCTOYHHKH:

1. Bab6am, A. B., Kpunrorpadudeckue METO/IbI U CPEICTBA 3aIUTHI HHQOpMALINY | yueOHUK /
A. B. ba6am, E. K. bapanoa. — Mockga : KnoPyc, 2024. — 222 c. — ISBN 978-5-406-11653-1. —
URL: https://book.ru/book/950118 (mara obparenus: 22.08.2024)

2. babam, A. B., HWnudopmanmonnas Oe3omacHocTh. JlabopaTopHBIA NpPaKTUKyM +
ellpunoxenue : yuebnoe nocodue / A. B. babdam, E. K. bapanosa, }0. H. MenbaukoB. — Mockaa :
KnoPyc, 2023. — 131 ¢. — ISBN 978-5-406-11731-6. — URL: https://book.ru/book/949452 (nara
obpamienus: 22.08.2024).

3. 3enkoB, A.B. UHdopmanmonnas Oe3onmacHOCT, M 3amuTa WHGOpMaLUU . ydeOHOE
nocobue st By30B / A. B. 3eHK0B. — 2-¢ u3j., mepepad. u qom. — Mocksa : M3garenscTBo FOpaiir,
2024. — 107 c.— ISBN 978-5-534-16388-9. — Tekcr : aaekrtponnsiii // OOpa3oBarenbHas
mwiatdopma IOpaiir [caiir]. — URL: https://urait.ru/bcode/544290 (mara o6pamienus: 28.02.2024)

4. Kazapun, O.B. OcHoBbl  uH(pOpMAMOHHOW  OE30MAaCHOCTU:  HAJCKHOCTh W
0€30MacHOCTh MPOrPAaMMHOTO OOecIeueHHs : yueOHOe MocoOue JIs cpelHero npodeccHoHaILHOTO
obpazosanust / O. B. Kazapun, U. b. lllyounckuit. — Mocka : M3marensctBo FOpaiit, 2024, —
342 c. — (Ilpodeccuonanbroe odpazoBanue). — ISBN 978-5-534-10671-8. — TekcT : 31eKTPOHHBII
I/ O6pazoBarenbuas miardopma FOpaiir [caiit]. URL: https://urait.ru/bcode/542339 (nara oGparuenus:
22.08.2024).

S. benos  E.b.  OpranuzanuoHHO-TIpaBOBOe  oOecriedeHne  MH()OPMAITMOHHON
6e3onacHoctu: yuebnoe nznanue / benos E.b., [Ipxxeropaunckuii B. H. - Mocksa : Akagemus, 2021. -
336 c¢. (CnemumanbHOCTH cpeaHero mpodeccuoHanbHoro odpasosanus). - URL: https://academia-

moscow.ru - Pexum poctyma: OnekTpoHHas Oubnmuoreka «Academia-moscow». - TekcT
BIEKTPOHHBIN
6. OpraHu3alliOHHOE U TIpaBoBoe o0ecreyeHne HH(PpOpMaMOHHONW 0e30macHOCTH

y4eOHUK U MpakTUKyM s By30B / ox pepaknueit T. A. [Tonskosoi, A. A. CrpenbuoBa. — Mocksa :
NspatensctBo FOpaiir, 2024. — 325c. — ISBN 978-5-534-03600-8. — Tekcr : 37eKTpoHHbIH //

OGpasoBarenbhas  miarpopma  FOpaiir  [caiit]. —  URL: https://urait.ru/bcode/536225 (nara
obparenus: 22.08.2024).
1. Ennn, B. M., OpranuzanmoHHoe W TMpaBoBoe oOecrieueHrne HWH(POPMAIMOHHOM

6esomacHoctu : ydyeOHoe mocobue / B. M. Emun, A. K. Xapoma, ; moxg obm. pea. A. B.
[aperoponmeBa. — Mocksa : KuaoPyc, 2024. — 177 ¢. — ISBN 978-5-406-12576-2. — URL:
https://book.ru/book/952750 (nara obpamienus: 22.08.2024).

8. [llepbak, A.B. NHdpopmannonHas  0e30macHOCTh: Y4eOHHUK Ul CpeHEero
npodeccronanbHoro obpasosanus / A. B. lllepbak. — Mocksa : U3zgarensctBo HOpaiit, 2024, —
259 c. — (ITpodeccuonansHoe obpazoBanue). — ISBN 978-5-534-15345-3. — TekcT : 31MeKTPOHHBIN
Il O6paszoBarensHass rtuiargopma IOpaiir [caiir]. — URL: https://urait.ru/bcode/543873 (mara
obpamienus: 22.08.2024).

9. Cprues, 0. H. OcHoBbl nnpopmannonHoit 0ezonacHocty : yyebHoe nocodue / FO.H.
CoprueB. — Mocksa : UHOPA-M, 2024. — 337 c¢. — (Cpennee npodeccuoHanpHOe 00pa3oBaHue). -
ISBN 978-5-16-019432-5. - Texcr : AIIEKTPOHHBIN. - URL:

https://znanium.com/catalog/product/2118689 (mata oopamienwus: 22.08.2024).
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https://urait.ru/bcode/542339
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https://urait.ru/bcode/536225
https://urait.ru/bcode/543873
https://urait.ru/bcode/543873
https://urait.ru/bcode/543873

10. Pomuues, 1O. A. HopmatuBHas ©a3a M cTaHgapThl B 001acTH WHQPOPMALMOHHOM
6e3onacHoctu : yueOHoe mocooue / FO. A. Pomguues. - Cankr-IlerepOypr : Ilurep, 2021. - 256 c. -
(Cepust «Yuebnuk nansi By3oB»). - ISBN 978-5-4461-0861-9. - Tekcr : snekrponHbid. - URL:
https://znanium.com/catalog/product/1766376 (mata obpamenus: 22.08.2024)

11. anerun, B. ®. 3amura npopmManuu B KOMIOBIOTEPHBIX CHCTEMax U CETSAX : yuyeOHOe
nocobue / B. @. Illanbrun. - 2-e uzn. - Mocksa : JIMK Ilpecc, 2023. - 594 c. - ISBN 978-5-89818-
506-0. - Tekcr : onekrponnbii. - URL: https://znanium.com/catalog/product/2107178 (mara
obparmienus: 22.08.2024).

Ilepuoauyeckue u3IaHus:

12. Kypunaner Chip/Yum: XypHan 0 KOMIBIOTEPHOW TEXHUKE UIsi TPO(ECCHOHAIOB U
OTIBITHBIX TOJIb30BATENEH;

13. Kypnaner 3amura wuHbopmaruu. WHcaiin: HMubopManmoHHO-METOIUYECKUN HKypHAT
WNudopmannonnas 6€30macHOCTh peTHOHOB: HayuHO-ITpakTHYECKHid KypHAT

14. Bompocel  kubepOezonacHoctd.  Hayunblil,  nepuogudeckuii, HMHPOpPMAIMOHHO-
METOJIMYCCKUI JKypHaI ¢ 0a30BO# crenuanu3anueid B o01actd MHPOPMANMOHHONW O€30I1aCHOCTH. .
URL.: http://cyberrus.com/

15. be3omacHocTh WMHGOPMAIMOHHBIX  TEXHOJNOTHH. IlleprHoauuecKkuii  pereH3upyeMblid
HayuHblii )xypHan HUSY MUOU. URL: http://bit.mephi.ru/

JIEKTPOHHbIE HCTOYHUKM:

1. ®enepanbHas ciyx6a Mo TeXHUYECKOMY U 3KcnopTHOMY KoHTpoito (PCTIK Poccun)
www.fstec.ru

2. HudopmannoHHO-CIIpaBOYHAs CHCTEMA 10 JOKYMEHTaM B 00JIaCTH TEXHUYECKOH 3aIllUThI
unopmanmu WWw.fstec.ru

3. OOpa3zoBaresbHble MOPTAIbl MO PAa3IUYHBIM HalpaBlIeHUSM O0Opa30BaHUS U TeMaTHKE
http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cuctema «Koncynaprant [Tirocy www.consultant.ru
CnpaBouHo-nipaBoBas cucteMa «['apanT» » Www.garant.ru
denepanbublil nopran «Poccuiickoe oopazoBanue Www.edu.ru
denepanbublii paBoBoii nopran «FOpuanyeckas Poccus» http://www.law.edu.ru/

© ~N o> o

Poccuiickuii Gnomerpudeckuii mopran WWw.biometrics.ru

9. ®enepanpnpiii  moptan  «MHGOPMAMOHHO-  KOMMYHHMKAIIMOHHBIE — TEXHOJOTHH B
obpasoBanum» htpp\\:www.ict.edu.ru

10. Caiir HayuHoii snexTpoHHO# 6ubmmotekn Www.elibrary.ru

B cootBerctBuM co ct1. 43 Koncrutynuu Poccuiickoit ®enepanuu, 273-O3 «O6 obpazoBaHun
B Poccuiickoit ®eneparum» ot 29.12.2012, npukazom Muno6puayku Poccun ot 09.11.2015 N 1309
«O6 ytBepxkaenun Ilopsinka obecriedeHUs YCIOBUM JOCTYHHOCTH JUIsI MHBAJIMIOB OOBEKTOB U
MPEOCTABIAEMBIX YCIYyT B cdepe o0pa3oBaHMs, a TAaKKE OKa3aHHUS UM INPH 3TOM HEOOXOAUMOMN
nomomm», [OCT P 57723-2017 «WHPOpMAIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHH B
obOpazoBanuu. CHUCTEMBI JIEKTPOHHO-OMOMMoTeuHble. OO0mue monoxenus», [OCT P 52872-2019
«HTEepHeT-pecypchl U apyras HHQOpMaIMs, NpeACTaBlIeHHAas B 3JIEKTPOHHO-IM(PPOBOM ¢opme.
[IpunoxxeHus Ui CTallMOHAPHBIX U MOOWJIBHBIX YCTPOMCTB, MHBIE MOJIB30BATEIbCKUE HHTEP(EHCHI.
TpeGoBanust AOCTYMHOCTH JJs JIOAE€H C HHBAIMJHOCTBIO W JPYTUX JIMI C OTPaHUYCHUSIMHU
KHU3HENIEATENBHOCTH», BCE TNpeasiaraeMble JIEKTPOHHBIE PECypchl MaKCHMAIbHO KOMQOPTHBI JUIs
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YTCHUA CJIaGOBI/I,Z[HH_II/IMI/I JIOAbMU.

MacmrabupoBanue Tekcra aocruraer 300 mpouenTos. [Ipu

W3MEHEHUHU MaciTada COXPAaHACTCS BO3MOKHOCTb BUACTL BCIO CTPAHUIY TCKCTA, HC 06pe3a51 €ro.

4. KOHTPOJIb 1 OIEHKA PE3YJBTATOB OCBOEHUA JUCHUITJIMHBbI

Pe3synbrarsl 00yueHus

Kpurepuu oneHku

DopMbl
OLICHK!U

u METOJbI

YMeHus:
Kiaccu(UIUpPOBaTh 3alUIAEMYO
UHQOPMAIMIO 10 BHUJAM TalHBI W]
CTENEHSM CEKPETHOCTH;

—KJ1acCU(UIIPOBATH OCHOBHBIC
yrpo3bl 0€30MMaCHOCTH
nHdopmanmu;

SHAHNUA:
CYHIHOCTI) U IIOHSTHUC

WH()OPMAIIMOHHON 0E30MMaCHOCTH,
XapaKTEPUCTHKY €€ COCTABIISIONINX;
MeCTO HH()OPMATMOHHON
0€30MacHOCTH B CHCTEME
HaIMOHAIEHON 0€30MaCHOCTH CTPAHbI;
BU/IbI, ICTOYHUKH Y HOCUTEIIH
3aIuIaeMoil nHPOPMaIHH;
MCTOYHUKHU yTpo3 0€301aCHOCTH
WHGOPMAIIUU ¥ MEPHI 110 X
MPEIOTBPAILECHHUIO;

(hakTOpBI, BO3ACHCTBYIOIINE HA
uHopMaIuIo pu ee 06padoTke B
aBTOMATU3UPOBAHHBIX
(MH(OpPMAITMOHHBIX) CHCTEMAX;
KU3HEHHBIE IIUKIJIbI HH(OpMALUU
OTPaHUYEHHOTO JIOCTYIIA B IIPOIIECCe
ee co3aanus, o0paboOTKH, Iepenayn;
— COBPEMEHHBIE CPEJICTBA U CITOCOOBI
obecrnieyeHnss HUHPOPMALMOHHOM
0e30I1acHOCTH;

OCHOBHBIE METOJUKHU aHAJIN3a YIPO3 U
PUCKOB MH(POPMAIIIOHHOM

«OTINYHO» - TEOPETUUYECKOE
coziepKaHue Kypca OCBOSHO
MOJTHOCTBIO, 0€3 IPOoOeIoB, yMEHUS
copMHUpOBaHBI, Bce
MPEyCMOTPEHHBIE IPOTPAMMOA
ydeOHbIC 3aJaHNs BBITIOIHEHBI,
Ka4yeCcTBO UX BBHIIIOJHEHHUS OLIEHEHO
BBICOKO.

«X0po1Io» - TEOPETUIECKOE
coziepKaHue Kypca OCBOESHO
MMOJIHOCTBIO, Oe3 Mpo0eoB,
HEKOTOPBIC YMEHHUS
c(OpMHPOBAHBI HEAOCTATOYHO, BCE
MPEAYCMOTPEHHBIE IPOrPaMMO
y4ueOHbIE 3aJaHHS BBITIOTHEHBI,
HEKOTOPBIC BUIBI 3aJaHUI
BBITIOJIHEHBI C OIIMOKaMH.

«Y 1OBIIETBOPUTEIHHOY -
TEOPETUYECKOE COZIepKaHUe Kypca
OCBOEHO YaCTUYHO, HO TIPOOEIIBI HE
HOCAT CYIIECTBEHHOTO XapakTepa,
HE00X0AUMBbIe YMEHUsI paboThI ¢
OCBOCHHBIM MaTE€pHAJIOM B
OCHOBHOM C()OPMUPOBAHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
porpaMMoil 0OyueHHs yueOHbIX
3aJJaHHid BBITIOJIHEHO, HEKOTOPHIE
13 BBINIOJTHEHHBIX 3aJIlaHUN
coJiepKaT OITHOKH.
«HeynoBneTBOpUTEIHHO -
TEOPETUIECKOE CO/IepIKaHue Kypca
HE OCBOEHO, HEO0XO/IMMBbIE YMEHUS
He chopMUPOBaHBI, BHITTOJTHEHHBIE
yueOHbIe 3aJJaHNs CoJepKaT
rpyOble OIIHOKH.

0€30I1aCHOCTH.

KoHTpouib BeInIONHAETCS
110 pe3ysbTaTam
IIPOBEJEHUS Pa3InYHbIX
¢dhopwm ormpoca,
BBIIOJIHEHUS
KOHTPOJIbHBIX PadoT,
TECTUPOBAHUS,
BBIITOJTHEHUS
IIPaKTUYECKUX padoT,
MIPOMEXYTOYHOM
aTTecTalluu.

Wurepnperanus
pe3yabTaToB
HaOIIOICHU T
npenojaBaTens 3a
JCSITeTBHOCTHIO
oOyuarolerocs B
MIPOIIECCE OCBOCHUS
o0Opa3oBaTeIbHOM
MIPOTPaMMEBI

DKcnepTHOe
3aKJTFOUCHHE
MperoiaBaTens

21




